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Challenges

Fragmentation of Supply Chain 
Components 

Unverifiable Trust in Third-party 
Solutions 

Increased Risk of Cyberattacks
 

Impact on Cyber-Physical Systems
(CPS) 

Need for Mindset Shift to 
"Untrusted by Default“ 

Necessity for Verifiable Security 
Guarantees 



BIECO’s Concept

BIECO helps build trust in complex ICT systems by:

• Focusing on reliability and security;

• Providing a framework to manage risks and ensure trust 
across the system’s lifecycle.

This helps companies to:

• Handle ICT supply chain complexity;

• Reduce cybersecurity risks;

• Keep their systems safe and reliable.



BIECO’s Concept

DESIGN

Vulnerability Assessment 
and Management

Risk Assessment and 
Mitigation

Predictive Simulation and
Resilience Mechanisms

Security Certification and 
Testing

Runtime Auditing of ICT 
Ecosystems



BIECO’s Lifecycle

Design Methodology
BIECO detects vulnerabilities 
early and guides effective risk 

mitigation.

Staging Methodology
BIECO certifies components with 

a security label and key 
assurances.

Runtime Methodology 

BIECO ensures a trusted and 
secure behavior the system, 

verifying security claims



BIECO Ecosystem

BIECO Orchestration Platform



BIECO’s Use Cases

BIECO’s validation takes place across three distinct business cases spanning different activity sectors:

• Manufacturing and Electric Mobility (Smart Microfactory from IFEVS, Turin, Italy) 

• Finance (AI Investment Platform from 7Bulls, Warszawa, Poland)

• Energy (ICT Gateway from Resiltech, Pisa, Italy)



http://vf.bieco.org

T3.3 (M18 - M30)
Vulnerability Forecasting Tool (VFT)

Provides an estimation of the number of vulnerabilities 
to be expected for the main software components used 
within complex ICT systems

• Developing prediction models for five different 
software products: Debian, Linux Kernel, Maria DB, 
MySQL, and Tomcat.

• Adding prediction models specifically designed for 
one-year forecasts.

• Developing the Application Programming Interface

• Updating and improving the web interface

• Testing the VFT

Ref: D3.5 Update Report of the tools for vulnerability detection and forecasting

http://vf.bieco.org/




T4.2 Output (1/4)

• Failure Prediction Tool is a real-time monitoring solution designed to anticipate potential system failures. 

• Versatile tool, supporting plugin models and parameter modifications, ensuring adaptability to various 
system requirements.

• FPT enhances system reliability by identifying potential failures in advance, ultimately reducing downtime 
and improving overall system performance.

• Enables a constant watch over system health.

• Incoming log messages are classified using a neural network model.

• Alert level calculation for each log message.

• Proactive Notifications followed by transmission of a specific failure prediction.





Publications

76%

21%

3%
29 papers published in
international
conferences

8 papers published in
international journals

1 PhD Thesis
completed
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KPI
• Journal Publications (International, 

research) >= 4
• Publications and Presentations in 

Conferences (International, research) >= 4

38 scientific papers 



Impact Factor
KPI
• Journal Publications (International, research) >= 4

Q Title Authors Journal Year
Impact 

Factor

Q1 On Autonomous Dynamic Software Ecosystems
Rafael Capilla,Emilia Cioroaica, Barbora Buhnova, 

and Jan Bosch

IEEE Transactions on Engineering 

Management, vol. 69, no. 6, pp. 3633-

3647

2022 5.8

Q1

Integrating the manufacturer usage description 

standard in the modelling of cyber-physical 

systems

Sara Nieves Matheu García, Adrián Sánchez-

Cabrera, Enrico Schiavone, Antonio Skarmeta

Computer Standards & Interfaces, Vol. 

84, 103777
2023 5

Q2

LPWAN and Embedded Machine Learning as 

Enablers for the Next Generation of Wearable 

Devices

Ramon Sanchez-Iborra Sensors, Vol. 21(15), 5218 2021 3.9

Q2

Defining the Behavior of IoT Devices Through 

the MUD Standard: Review, Challenges, and 

Research Directions

José Luis Hernández-Ramos, Sara Nieves 

Matheu-García, Angelo Feraudo, Gianmarco 

Baldini, Jorge Bernal-Bernabe, Poonam Yadav, 

Antonio Skarmeta Paolo Bellavista

IEEE Access, vol. 9, pp. 126265-126285 2021 3.9

Q2
A Formal Validation Approach for XACML 3.0 

Access Control Policy.

Carmine Caserio, Francesca Lonetti, Eda 

Marchetti:
Sensors, Vol. 22(8), 2984 2022 3.9

Q2

Guide in Designing an Asynchronous 

Performance-Centric Framework for 

Heterogeneous Microservices in Time-Critical 

Cybersecurity Applications. The BIECO Use Case

Rudolf Erdei, Emil Marian Pașca,Daniela Delinschi, 

Iulia Bărăian,Oliviu Matei
Expert Systems (Wiley Open Research) 2023 3.3

Q3
The Challenges of Software Cybersecurity 

Certification

José Luis Hernández-Ramos, Sara Nieves 

Matheu-García, Antonio Skarmeta

IEEE Security & Privacy, vol. 19, no. 1, pp. 

99-102
2021 1.9

Q3
Federated Cyberattack Detection for Internet of 

Things-Enabled Smart Cities

Matheu Garcia, Sara Nieves, Mármol, Enrique, 

Hernández Ramos, José Luis, Skarmeta, Antonio, 

& Baldini, Gianmarco

IEEE Computer, Vol. 55(12), pp. 65-73 2022 2.2

TOTAL 29.9

https://wos-journal.info/



Workshops

KPI
• Workshop at EU level: 1

We organized 

1. The special session Building Trust in Ecosystems and Ecosystem Components within the 14th International 
Conference on Computational Intelligence in Security for Information Systems (CISIS ) 22 - 24 September 2021.

2. The special session Cybersecurity and Trusted Supply Chains of ICT within the 15th International Conference on 
Computational Intelligence in Security for Information Systems (CISIS ) 5 – 7 September 2022. 



Final Conference

KPI
• Final conference: 1   

The final conference Cybersecurity and Future Europe was organized on July 20, 2023, in a hybrid format in Lisbon, 
Portugal, and online. It actively involved 16 projects. 

SCALE

NetZeROCities



Clustering events

➢ Participation in the Future Proofing and Certifying Supply Chains Clustering Workshop, December 13, 2021.

➢ Participation in the virtual roundtable The need for IoT Security Standardization & Certification, April 8, 2022.

➢ We established connections with 14 EU projects.



Dissemination outside the 
research community

➢ Participation in the Barcelona Cybersecurity Congress,  31 January - 2 February 2023, within the European Research 
Innovation for Cybersecurity (ERICYB) cluster, together with the following 6 related projects: ASSURE, FiSHy, CYRENE, 
IoTAC, Sanctus, and SIFIS-Home.

➢ 14 podcasts and interviews focusing on various aspects of IoT cybersecurity, including discussions on cybersecurity 
evaluation methodologies developed in BIECO

➢ 2 press articles.



Social Networks

1. Twitter 154 followers 3. YouTube 26 subscribers
2. Facebook  317 followers  4. LinkedIn 328 connections



Newsletters

• 3 newsletters produced
• 9 newsletters generated from the web site
• 1 final newsletter will be released after the 

review meeting



Leaflets

Month 12

Month 29



Brochure and Best Practice 
Handbook

22 pages inside

14 pages inside



Presentation Videos

M 18

M 18

M 12

M 18



Pen and Poster

Barcelona Cybersecurity Congress
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