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Fragmentation of Supply Chain <|> T Impact on Cyber-Physical Systems 2

Components N (CPS) TS
Unverifiable Trust in Third-party  «AY Need for Mindset Shift to ==V
Solutions &@& "Untrusted by Default” 10,0,

Increased Risk of Cyberattacks DAy Necessity for Verifiable Security i () 0
@ Guarantees a
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BIECO’s Concept 31ECO

Building Trust in Ecosystems
and Ecosystem Components

BIECO helps build trust in complex ICT systems by: .
* Focusing on reliability and security;

* Providing a framework to manage risks and ensure trust
across the system’s lifecycle.

This helps companies to:
e Handle ICT supply chain complexity;

* Reduce cybersecurity risks;

» Keep their systems safe and reliable.
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BIECO’s Concept 31ECO

Building Trust in Ecosystems
Vulnerability Assessment
and Management

and Ecosystem Components

Risk Assessment and
Mitigation

Ve

—

Predictive Simulation and
Resilience Mechanisms

@ Security Certification and
Testing

Runtime Auditing of ICT
Ecosystems
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BIECO'’s Lifecycle 3|ECO

Building Trust in Ecosystems
and Ecosystem Components

g G
Design Methodology Staging Methodology
BIECO detects vulnerabilities sl BIECO certifies components with
early and guides effective risk a security label and key
mitigation.

assurances.

o

Runtime Methodology

BIECO ensures a trusted and
secure behavior the system,
verifying security claims
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Runtime Phase

Ontology Manager Runtime Manitor

Design Phase Staging Phase
. . Graphwalker
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BIECO’s validation takes place across three distinct business cases spanning different activity sectors:
* Manufacturing and Electric Mobility (Smart Microfactory from IFEVS, Turin, Italy)
* Finance (Al Investment Platform from 7Bulls, Warszawa, Poland)

* Energy (ICT Gateway from Resiltech, Pisa, Italy)
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and Ecosvster

Forecasting models

Provides an estimation of the number of vulnerabilities et
to be expected for the main software components used interface
within complex ICT systems

Long Short Term
* Developing prediction models for five different S,

software products: Debian, Linux Kernel, Maria DB,

MySQL, and Tomcat. Convolutiona’ Neral ek
* Adding prediction models specifically designed for
one-year forecasts. At
* Developing the Application Programming Interface
» Updating and improving the web interface - i“i

¢ TESting the VFT UNIVERSITY

http://vf.bieco.org



http://vf.bieco.org/

Component selector

Select the desire

Ubuntu~ Debian ~ Linux Kernel ~ MariaDB «
Number of vulnerabilities forecasts
Monthly

2 Months average
3 Months averege
6 Months averege

12 Months averege

Version history

)p menu.

MySQL ~

Tomcat ~

Robot Operating System~

Jlnerabilities Forecasting Tool

ubuntu

MariaDB

QL
debian Linux Kernel

MySollL
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* Failure Prediction Tool is a real-time monitoring solution designed to anticipate potential system failures.

* Versatile tool, supporting plugin models and parameter modifications, ensuring adaptability to various
system requirements.

* FPT enhances system reliability by identifying potential failures in advance, ultimately reducing downtime
and improving overall system performance.

Model pool

 Enables a constant watch over system health.

* Incoming log messages are classified using a neural network model.

e Alert level calculation for each log message.

* Proactive Notifications followed by transmission of a specific failure predictioi

illi REST API

TECHNICAL
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ICT Gateway
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Current Project Progress
Methodology

Last Update
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Failure Prediction History

o

Updated:
15-09-2023 08:06 18-09-

10:32

Started
18-09-2023 10:22

Default Runtime Methodology m
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Journal Publications (International, el Bsereten S

research) >= 4
Publications and Presentations in
Conferences (International, research) >= 4

38 scientific papers

B 29 papers published in
international
conferences

m 8 papers published in
international journals

® 1 PhD Thesis
completed

30

25

20

10

papers published  papers published PhD Thesis
in international in international
conferences journals

M first 18 months M last 18 months




Impact Factor
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« Journal Publications (International, research) >= 4

. -5
|
b=y

S31eCO

Building Trust in Ecosystems
and Ecosystem Components

Title

On Autonomous Dynamic Software Ecosystems

Integrating the manufacturer usage description
standard in the modelling of cyber-physical
systems

Authors

Rafael Capilla,Emilia Cioroaica, Barbora Buhnova,
and Jan Bosch

Sara Nieves Matheu Garcia, Adrian Sanchez-
Cabrera, Enrico Schiavone, Antonio Skarmeta

Journal

IEEE Transactions on Engineering
Management, vol. 69, no. 6, pp. 3633-
3647

Computer Standards & Interfaces, Vol.
84,103777

Year

Impact
Factor

https://wos-journal.info/

LPWAN and Embedded Machine Learning as
Q2 | Enablers for the Next Generation of Wearable Ramon Sanchez-Iborra Sensors, Vol. 21(15), 5218 2021 3.9
Devices
Defining the Behavior of IoT Devices Through \Iz/loastfl::Jé:rizgaziez_ls?in;?;dSoargi::]er:wlzfco
Q2 | the MUD Standard: Review, Challenges, and . » ANG ' IEEE Access, vol. 9, pp. 126265-126285 2021 3.9
o Baldini, Jorge Bernal-Bernabe, Poonam Yadav,
Research Directions . .
Antonio Skarmeta Paolo Bellavista
Q2 A Formal Valldatlor? Approach for XACML 3.0 Carmine .(?aSGI'IO, Francesca Lonetti, Eda Sensors, Vol. 22(8), 2984 2022 39
Access Control Policy. Marchetti:
Guide in Designing an Asynchronous
Performance-Centric Framework for Rudolf Erdei, Emil Marian Pasca,Daniela Delinschi, .
Q2 Heterogeneous Microservices in Time-Critical lulia Baraian,Oliviu Matei Exqpetns Eeiens (Ul ey Ogen R AL 3.3
Cybersecurity Applications. The BIECO Use Case
Q3 The Challenges of Software Cybersecurity José Luis Hernandez-Ramos, Sara Nieves IEEE Security & Privacy, vol. 19, no. 1, pp. 2021 19
Certification Matheu-Garcia, Antonio Skarmeta 99-102 '
. Matheu Garcia, Sara Nieves, Marmol, Enrique,
Q3 FeFierated ST pgtecﬂon 3 ITETES ol Hernandez Ramos, José Luis, Skarmeta, Antonio, [ IEEE Computer, Vol. 55(12), pp. 65-73 2022 2.2
Things-Enabled Smart Cities .
& Baldini, Gianmarco
TOTAL 29.9
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Building Trust in Ecosystems
and Ecosystem Components

KPI
* Workshop at EU level: 1

We organized

1. The special session Building Trust in Ecosystems and Ecosystem Components within the 14t International
Conference on Computational Intelligence in Security for Information Systems (CISIS ) 22 - 24 September 2021.

2. The special session Cybersecurity and Trusted Supply Chains of ICT within the 15t International Conference on
Computational Intelligence in Security for Information Systems (CISIS ) 5 — 7 September 2022.

CISIS 2021 - BILBAO (SPAIN)
CISIS 2022 P SALAMANCA (SPAIN) Blended Conference - Intérnational Joint Conferences SOCO-CISIS-ICEUTE

22-24 September.2021

| Joint Conferences HAIS-SOCO-CISIS-ICEUTE & STARTUP OLE
5TH-7TH September 2022

PROGRAMME VIDEO PRESENTATIONS
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KPI

Final conference: 1

The final conference Cybersecurity and Future Europe was organized on July 20, 2023, in a hybrid format in Lisbon,
Portugal, and online. It actively involved 16 projects.
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» Participation in the Future Proofing and Certifying Supply Chains Clustering Workshop, December 13, 2021.

» Participation in the virtual roundtable The need for IoT Security Standardization & Certification, April 8, 2022.

» We established connections with 14 EU projects.
Clustering Workshop co-organized by ASSURE[P HYRENE

FUTURE
PROOFING AND Q |

- RO CERTIFYING S S
VIRTUAL AF . (iR SUPPLY CHAINS T

i

ROUNDTABLE

THE NEED FOR IOT SECURITY , V 13 December 2021 | 09:00 - 16:30 CET
STANDARDIZATION
e CERTIFICATION

CONC@RDIA  ASSUREP ioT (¢




Dissemination outside the
research community
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» Participation in the Barcelona Cybersecurity Congress, 31 January - 2 February 2023, within the European Research
Innovation for Cybersecurity (ERICYB) cluster, together with the following 6 related projects: ASSURE, FiSHy, CYRENE,
loTAC, Sanctus, and SIFIS-Home.

» 14 podcasts and interviews focusing on various aspects of loT cybersecurity, including discussions on cybersecurity

evaluation methodologies developed in BIECO

» 2 press articles.

ERICyb

=
31ECO

Qa

®
AW

FiSHY

European Research Innovation for Cybersecurity

ASSUREP  GYRENE

SANCUS

The projects have received funding from the European Union’s Horizon 2020
research and innovation programme under the call SU-ICT-02-2020.
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Finalizarea cu succes se apropie:
Proiectul BIECO in ultima luna
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Riizboiul din Ucraina a condus la
cea mai mare crizi energetich di

istoria recentd, iar expes
ceacd Cil alacurile cibel
sustinute indreptate citre sectorul
energetic european ar puiea avea
consecinje dezastruoase. Intreru-

perile in piejele deja fragile ale
energiei ar putea duce la cregteri
suplimentare ale preturilor pentru
sute de milioane de consumatori,
contribuind la mari pierderi econo-
mice.

Prin urmare, este crucial ca liderii
industriei europene si factorii de
decizie s consolideze rezilient
generald a infrastru o
Europei impotriva X
i valnerahilititilor, eforturi
ud promovare securitifii
prin design si imbundlatirea gestio-
nirii riscurilor si vulnerabilititilor
pe intregul lant de aprovizionare,

l
a

fn acest context, proiectul BIECO
oferd 0 abordare holistici pentru
imbuniititirea securitdtii in ecosis-
temele complexe si componeniele

A~

acestor]
de vial;
la nive
nare. B
strume:
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Ia desig
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facilite
chestra
mente
adaptal
specifi

Prin ad
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M CNRISTI / Un progetto che coinvolge 11 eccellenze europee per aiutare le imprese a gest

BIECO, un approccio olistico |

Le soluzioni proposte intervengono sia in fase di progettazione che in fase

| progetio BIECO (Building

trust In Ecosystems and
Ecosystem Components) GA.
Nr. 952702 finanziato dallUE
nelfambito dell'iniziativa
H2020-SU-ICT-2018-2020,
propone un approccio olistico
per rendere le imprese consa-
pevoll dei rischi di sicurezza
informatica ¢ alutarle ad au-
mentare la fiducia nelle loro
componeiti, sistemi di sistemi
ed ecosistemi.
Oggi, lo sviluppo delle Tecno-
logie dellTnformazione e della
Comunicazione (ICT) richiede
Pintegrazione o la collabora-
zione con altre componenti
solitamente sviluppate da terze
parti. La frammentazione della
catena di valore pud rappresen-
tare un rischio elevato la sicu.
rezza, la privacy e Faffidabilita,
cansiderato che nella maggior
parte dei casi non & possibile
verificare se le soluzioni inte-
grale presentino vulnerabilith
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i logo dei progetto BIECO

0 siano state costruite tenendo
conto delle miglior] pratiche e
tecnologie esistenti.

Numerosi aspetti della nostra
vita pubblica ¢ privata poggia-
na su ecosistemi digitali basali
su sistemi software e hardware:
smart cities, automobili sempre
pill connesse, sistemi bancari.
Tali sistemi complessi devono
fondarsi sulla fiducia nelfinte-

razione trale persone ¢ le com-
ponenti hardware e software
coinvolte. Tuttavia, gli attacchi
alla cybersecurity di tali sistemi
hanno dimostrato come non
basi affidarsi solo alla fiducia.

Le soluzioni ICT devono esse-
re i grado di fornire garanzic
werificabili in merito alle loro
proprieti di sicurezza e privacy.
E' guesto lo scopo del progetto

BIECO, al qual)
maniera alliva

del CNR: fornird
olistica volto ally
alla validazione
¢ tecnologic su 7
muevere la sicu|
cy ¢ la fiducia al
ecosistemi ICT
ciclo di vita, dally
allesecuzione, Cf
Dattssa Eda My
catrice presso |
Pisa: “Parliamo d
evolvono nel terf
del progetto BI

rificare se una def
ti, nel momenty]
introdotta nel si
e riceve I fiduc|
sicurezza necess|
funziona il prog]
progetto si avvall
tenze di 11 ecce]
in ambito di sic
¢ affidabilita per

- Auditarea ecosistemelor TICI

exceutic.

‘web oficiala a proiectului:
www.bieco.0rg.
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« Bieco.org @ = 10 Youlube
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Fotografii  Mai multe v

e o 1. Twitter 154 followers 3. YouTube 26 subscribers

0 2. Facebook 317 followers 4. Linkedln 328 connections

© Pagin - Educatie ResilBlockly odel-Based Design and Safety+Security Assessment of Complex
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Newsletters

* 3 newsletters produced

* 9 newsletters generated from the web site  [=

e 1 final newsletter will be released after the
review meeting

Newsletter 3 - July 2023

cter 2 - Septomber 2022

Newsietter 1=

n of over 15 distinct tools that
Comprehensively span the software Iecycle, ranging from nitial design to
real-time operation. Notably, the majority of these tools have been
integrated into a unified platform, that facilitates their interoperability and
orchestration in easy deployable toolchains tallored to meet specific
Neswstetter 2 - September 2022 business needs.

sed trust whie developing, deploying, and operating complex
interconnected ICT systems

=" Newstetter 1 - October 2021

bject description

Newslefter 3 - July 2023

newsletter, we present the project status, highlight our
achievements within all our work packages, and the list of publications.

portant ns

of the BIECO project.

CO project In September 2020 with the aim to
measurable, risk-based trust while developing,

We trust that the content presented in this newsletter will captivate your
interest and offer valuable insights. For more comprehensive information,
we encourage you to visit our project website, stay connected with us
through social media channels, or contact us directly.

1 hope you will enjoy reading our newsletter and invite you to check our
Lox Interconnected ICT systems, We aim to achieve J concept 1 to deliver a SR website regularly, follow us on social media or contact us directly for more | AS A SECURITY
and trust aspects of ecosystem participants (ICT t and secuity within ICT information. SOFTWARE
[rplex ecosystoms holistic approach for
necus technologies

users, software or
brizations) and several technologies Sincerely yours,
ate or exchange data Prof. dr. Jose Bar
information and methodologles
that are specifically
Tince the beginning of our project, we have worked on detalled descriptions of oriented to foster
relevant scenarios and risks and threats a software
supply chain, along with a list of expected improvements, detailed definition and
specification of the use cates, and the design of the overall system architecture
based on smart production components that Is able to support the identification of
isks and threats In the software supply chaln according to functional requirements.

Jco detects vuinerabiities within
L techniques.
Thank you for your continued support and enthusiasm. fers to corrupt a system is the
t is vital to execute 3 suitable
Jev. The too! allows eompanies te
-, Jble security breaches within the
Prof. dr. Jose Barata =a tomatic way.
i

3I1ECO

building and validating

Warm regards,

sos (energy, finance, and Industry), which Include

Tool

securlty and trust

within ICT ecosystem:
To better illustrate
how BIECO intends to

The Vulnerabliity Exploitability Forecasting Tool provides the probablity of a
known p v to be exploited in 2 d

Once a known vulnerability is detected within the source code, it is necessary to
focus the efforts to mitigate its possible attacks. From BIECO, we are conscious
that experts needs to prioritize possible attacks for a more effective results. Thus,

1 hope you enjoy reading our newsletter and invite you to check our website

address these
regularly, follow us on social media or contact us directly for more information.

challenges along the the recasting tool offers an a given by
entire lifecycle of the indicating if it can be exploited in the next 3, 6 or 12 months from the date of
Sincerely yours, publication.

Prof. dr. Jose Barata  priccmnesd :,‘;&‘:’W':P‘y ICT supply chain, the

COMPARISON OF SAFETY AND SECURITY ANALYSIS

above figure shows TECHNIQUES

broadly the interaction Vulnerability Propagation Tool

The main goal of the Vulnerability Propagation Tool is to find and indicate the
components or elements a single vulnerability can affect and, therefore, its path
within the source code.

flow between the

From design to runtime, winersbities and fallres are detacted, ulerentensaes N he

evalusted and mitgated together wih prompt resctions et
4o 1z .4 Utecycle, as well asthe Sometimes, the most obvious way to reach a vulnerability is by knowing its

location. But vulnerabilities can propagate through the source code, offering

der to opem the path towards hiure core functionalities

(ncluding
BIECO chitechre with expandabbty b mind
il

deviticns, e updtes ol sytems can be scommodited
thraugh anatura extensicn of the BECO framewark, eluding
the feadoack o nformation ta the design time for continiors
improvement.

Involved.

ON AUTONOMOUS DYNAMIC SOFTWARE ECOSYSTEMS

Publication Info | |E
Auth, c

open doors to cyber attackers to exploit them. Calculating the path affected by a
vulnerability helps the cyber security expert to prioritize its mitigation not only
directly, but their possible alternative access in the source code.

=
"Za
3IECO
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eaflets
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As an End-User, | want o include
a new 3rd party component into
my system

SIECO

HOLISUN > TITechAuto

Improving security and frust

@
am.c / at a supply chain level.
= @ o

Project Coordinator 20202023

instrumented by on online fromework that
connecls vorious methods and 100ks. bieco.org bieco.org approach for building

ating technologies
The public and intemal information about lesfing s 1 v o 1odologies that are
the use cases is stored in o Data Collection g N 4¢ € ity The ongoing events of this . : specifically oriented towards
Tool. The public information sources ore ’ the sy ) decade have once more v ; . fostering security and trust
vuinerability databases, exploits databoses is the brought to the limelight the within ICT ecosystems.
ond MUD files repositodes. The main N - f g
consumers of the Dato Collection Tool “ 1 ¢ 4 importance of ensuring proper
information the machine | f S e cybersecurity and safety of
alg Europe’s critical infrastructure.

Vulnerability Assessment
and Management

Risk Assessment
and Mitigation

5. This represents o major cross-sectodol

chollenge, with mony inferdiscipiinory challenges 1o Resilience Mechanisms
be oddressed,

Security Certification
and Testing

Runtime Avuditing
of ICT Ecosystems
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Handbook

22 pages inside
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Improving security and trust at a
supply chain level.

have once more brought to
suring proper cybersecurity
firucture. As one of the more
raine has led to one of the
ry. with experts warning that
ted at the European energy
le disastrous. Interruptions to
ould further raise fuel prices
ers, contributing to further
vertheless, this represents a
with many interdisciplinary

sosystems
mponents

ndustry leaders and policy
esiience of Europe's key
ks and vulnerabilities, with
promotion of security-by-
prability management across

olistic approach to improve
nd ecosystem components
at asupply chain level.

bieco.org

essenfial security best
Fate. These practices are

verification of claimed

and completeness of
is prevents unauthorized

(o honoring confractual
ansaction parties from
ansaction.

nauthorized individuals,
ccessing or disclosing
acy, the two terms have
y safeguards data from

hputing systems used to
lon, the security controls
lommunication channels
ning correctly.

pt there are security
ess levels or user/client

PrvITEge
services,
features.

Teraret

computer programs, data, and application

TO Systerm T

sources, including files,

14 pages inside

cosystems
Fomponents

This project has received founding from the European
Union's Horizon 2020 Research and Innovation Program
under Grant agreement No. 952702.
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M 12

M 18
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&

ORCHESTRATOR |

Risk Security _

Bieco MIB - Part 3

Creation
i j

M 18

M 18

Well-defined Execution of
Rules B the Auditing
Finalization Framework
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Building Trust in Ecosystems
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Thank You For Your Attention!
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